Dokumentasi Jawaban

1.KONFIGURASI VLAN UNTUK SISWA DAN GURU.

A.untuk siswa

admin@64:D1:54:B7:7D:6B (MikroTik) -

New Interface

General mem|a-‘m-=‘

Name: |siswa
i

& VLAN Bo
‘EDPTI.I'I'ﬂ‘ I’TI.I'I'd|ﬂ!ETI.I'I'ﬂ |m| Type:‘VLAN

EEH@EF e o

[mru Jactuai wru Actual MTU: |

L2 MTU: |

MAC Address: |

ARP: | enabled

ARP Timeout: |

VLAN ID: [10

inertzce: ET I+ |

[] Use Service Tag

klik Interface -~ VLAN - + — TAMBAH sesuai kebutuhan — apply — ok

B.untuk guru

admin@64:D1:54:B7:7D:6B (MikroTik) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) a o @
Session Seftings Dashboard |
SefeMods | Session: 640154677055 i

New Interface

Mame: [guru

Type: [VLAN
MTU: [1500

[MTU_ [ActualMTu [L2MTU|  ActuaimTu: |

1500 1500 1584
L2MTU: |

MAC Address: |

ARP: [enabled
ARP Timeout: |

VLAN ID: 20
Interface: (B3

|
1 tem out of 8 (1 selected)

klik Interface -~ VLAN - + — TAMBAH sesuai kebutuhan — apply — ok



2.konfigurasi ether-1

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) B & &

Session Seftings  Dashboard

| sefobiose | Sesson o401 54271058

DH(FG‘H“‘ Wmoﬂu-|

F=] [ Roence | [ Fonen | P inerurcng ol
[Intertace #|useP..|AddD..[IP Address  |Expires After [Status Wireless Sniier || Wireless Snoaper |
FP Tx Packet (pls) |FP Rx Packel (p| ¥

) [RePacket (pis) [FPTx.

0 0 0 bps
DH(P| Ad_-=u| Status ‘ 0 bps
oo T =

[w] Use Peer DNS

[w] Use Peer NTP

Add Default Route: [yes =]

Klik IP . DHCP client — + — konfigurasi sesuai kebutuhan - apply - ok

3.konfigurasi IP untuk VLAN1 DAN VLAN2 DAN WLANnya.

A.untuk siswa

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S & &

‘Safe Mode | Session:|64:01:54:87.7D.6B)

Address: [192.168.40.1/24 ‘
Network:[ | w
Interface: |siswa B

Klik IP . Addresess -~ + — tambahkan sesuai kebutuhan - apply - ok



B.untuk guru

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S & &

Safe Mode | Session:|64:01:54:87.7D:6B)

+ | Network
- 192.168.4.22124 192.168.4.0
% 192.168.40.1/24 192.168.40.0

Address: |192.168.60.1/24
Network: -
Interface: [guru (=]

Klik IP - Addresess -~ + — tambahkan sesuai kebutuhan - apply - ok

C.untuk WLAN

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) B O &
Safelode | Session:[64:D1:54:57-70:68) B

<& 192.168.4.22/24 192.168.4.0 ether;
=+ 192.168.40.1/24 192.168.40.0 siswdfiE]

<+ 192.168.60.1/24 192.168.60.0 gury

Adress: [152.168.20.1/24
Network: -
Interface: |wian1 (=]

Klik IP - Addresess —~ + — tambahkan sesuai kebutuhan - apply - ok

4.konfigurasi DHCP server untuk VLAN1,VLAN2 dan WLAN.



A.untuk VLAN1

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S & &

Session Seftings Dashboard |

| sefobiose | Sesson o401 54571058

(=] ]
Name < mes ey

[Lease Tme [aadress Pool [adana.. [ [+

DHCP Setup
Select interface to run DHCP server on
T —

B

klik TP -~ DHCP server — DHCP setup — pilih yang mau di konfigurasikan — next dan
pilih DHCP poll nya sampai berapa.

B.untuk VLAN2

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S & &

Session Seffings  Dashboard
SafeMode | Session:|64:D1:54:57.7D:68)| B
# Quick Set DHCP Server &[]
Do |HI=] ]
;ﬁﬂﬂgﬂ | |wame + [interface |[Relay  [Lease Time |address Pool [adda_. | [+
= ~tws 00:10:00 dhcp_poold  |no
2= FPP ARP
*2 Mesh Addresses
s 1| Cloud
| MPLS I DHCP Ciient
s B il
-~ system I [oHcPsever |
& Queues ons DHOP Serverterface [gue 7]
B Fies Firewall
Log Hotspot
a7 RADIUS IPsec
S [T
B9 NewTerminal  Meighbors
% Dot1x ~ Packing
O MetaROUTER  Pool
#2 Partiion Routes
b Make Supoutrif  SMB
@ New WinBox SMP
D ssH
Services
B Windows I Settings
Socks
TFTR
Traffic Flow
UPnP
Web Proxy

klik TP — DHCP server — DHCP setup - pilih yang mau di konfigurasikan - next dan
pilih DHCP poll nya sampai berapa.



C.untuk WLAN

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) = & G

Session Seftings  Dashboard

Safe Mode Session:|64:01:54:87.7D:68| | |

# Quick Set 5]
i B DHC® Networks | Leasss Optons | Opton Sets | Vendor Casses  Alets
WW Interfaces
2 Wiireless T”:‘ @ DHCP Config || DHCP Setup
%2 Bridge [ame + [interface [Retay  [Lease Time |adoress Pool re 5
1. PR e 5 e oo
¢! Switch Accounting =
*1% Mesh Addresses
= P I Cloud
MPLS 13 DHCP Client DHCP Setup
e
System I [oHcPServer |
& Queues DNS DHCP Server Interface [wiant || %]
B Fies Firewall
Log Hotspot
&’ RADIUS IPsec
. Tools I K Contrel
B New Terminal Neighbors
4 Dot1x Packing
@ MetaROUTER Pool
#2% Partion Routes
p" Make Supout.rif SMB
@ New WinBox SNMP
Bl et SSH
Services
B Windows " Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

klik TP — DHCP server — DHCP setup — pilih yang mau di konfigurasikan — next dan
pilih DHCP poll nya sampai berapa.

5.konfigurasi WLAN membuat wifi dan passwordnya.

A.membuat password untuk wifinya.

Mei 9 09:29

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S O

Session Settings Dashboard

Safe Mode | Session:|64:01:54:87.7D:6B) | |

# Quick Set [%]
— CAPsMAN WiFi Interfaces  \WEOG Station  Nstreme Dual Access List Registration ConnectList Security Profies ‘C}m Interworking Profiles
" Interfaces
wooms =
e [Mame 7 [moge [ Unicast Cighe..| Group Ciphers | WPA Pre-Shared ... WPAZ Pre-Share... | [+
= + | defautt none e e
. PPP
m ‘Switch New Security Profile E m
* 2 Mesh General | RADIUS EAP  Static Keys oK
c s i Cancel
MPLS 2 =
Made: |dynamic keys =] Apply
I Routing I
Authentication Types: WPA PSK WPA2 PSK
& Queues [IwPAEAP [|WPA2 EAP
Copy
B Fies Unicast Ciphers: [+] ses cem [ tkip
Log Group Ciphers: [w] ass cem [ tkip [Ezues
27 RADIUS
W e Srae o
» Toos 2
= e T —
@- MetaROUTER
= e e
b5y Make Supout ¥ Protection [disabled =
O twintex ] —
B Exit .

[ Disable PMKID

= Windows I

1item

Klik wireless — security Profiles - + — nama nya — dan masukan password untuk si
wifinya - apply - ok.



B.membuat wifinya.

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) - @ x
Session Settings  Dashboard
SafeMode | Session:64:D1:54:57:70:68)
# Quick Set
- CAPsMAN WiFi Interfaces |wmssmm Nstreme Dual Access List Registration ConnectList Security Profies  Channels  Interworking Profies
" Interfaces
~|= WPS Client || Setup Repeater || Scanner || Freg. Us Alignment || Wireless Sniffer || Wireless Snooper
D X *] ]| s - s ]
2 Brage [name < [Type P T terface <wia FP Rx [FP Tx Packet (pis) [FP Rx Pmke‘[pﬂlg
=
= ¥ wni Wireless (Atheros A o Wircless ‘ e s Tea ox Otps o [
5 Sw o T = | | c..-
5E=0 Band: [2GHz-B/G = [ Apply |
=P I
— Channel Width: | 20MHz =]
MPLS I | & Disable
Frequency: [2412 ¥ | MHz
7 Routing 4 Comment
v 5 SSID [UKK_adil | -
B Queues Security Profie: |profie1 =] Advanced Mode
B Fies WPS Mode [push button =] Torch
Leg Frequency Mode: [regulatory-domain = WPS Accept
47 RADIUS =
&
Countr: etz = WPS Client
#_ Tools I : =
Instalation: [any =]
B New Terminal Setup Repeater
4 Dot1X Default AP T Limit: | | + bps
3 MetaROUTER Default Client Tx Limit | | = bps
#% Partiton LTS
/| Default Authenticat
b Make Supout rif aul o Align.
Default Forward
@ New WinBox p—
Bl et [] Hide SSID
=1
enabled |zenmh|r|gfn |
| I [»
2 items out of 9 (1 selected)

Klik Wireless — WIFI interface — klik Wlanl — modenya di ganti ke (ap bridge) -~ SSID
nya (sesuai yang di butuhkan) - security Profilesnya (ganti yang di buat di security profiles)
- apply - ok.

6.membuat hotspot untuk si wifinya.

A.membuat hotspot untuk wifinya.

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) S O &
Session  Seftings Dashboard
SafeMode | Session:|64:01:54:57.70:68) ™
# Quick Set [x]
AT 5ervm|serverpmﬁec Users UserProfies Actve Hosts IPBindings Service Ports Walled Garden Walled Garden IP List Cookies
WA Interfaces
. Wirekss i i
¥ Bridge * [interface |Address Pool [Profie Addresse.. [+
2. PPP
Switch Hotspat Setup
Mesh
B
= Hospotmerce e |
MPLS I DHCP Client
1 Routing I DHCP Relay
System I' DHCP Server
& Queues DNS
B Fies Firewall
Log Hotspot
&7 RADIUS IPsec
# Tools I K Control
BE New Terminal Neighbors
& Dot1X Packing
O: MetaROUTER Pool
#3 Partition Routes
b Make Supoutrf  SMB
(@ New WinBox SNMP
B Exit SSH
Services
= Windows I' Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

Klik IP - hotspot - servers — hostpot setup — pilih interfacenya — netx



B.membuat USER dengan hotspot.

A.membuat user kepala sekolah

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) a X
Session  Seftings  Dashboard
SafeMode | Session:|64:D1:54:57:7D:68) ]
# Quick Set [x]
S SIS Servers Server Profiles  Users User Profiles ‘ A Cookies
™ Inlerfaces New Hotspot User Profie
*+|[=][¥] [Fra ]
- Wreless General ‘ Queue  Scripts
2 Brdge [Mame + | session Time... Idie Timeout | &3 [+
5 FaT ey
I e none Name: | kepalasekolah | Cancel ‘
Accounting Address Pool: |dhcp_pool3 = Apply.
Addresses
Session Timeout: - Copy
Cloud
DHCP Ciient deTmeout[none  [#]~ Remove
DHCP Relay Keepalive Timeout: [00:02:00 -
DHCP Server Status Autorefresh: [00:01:00
R I —
Firewall
e ot e k) -
af IPsec Add MAC Cockie
’ e MAC Cookie Timeout | 3d 00:00:00
BE New Terminal Neighbors
B ks P —
O MetsROUTER  Pool incomingFiter:| | =
0 puten | Roen B —
p" Make Supoutrif  SMB
oot Dl Y E—
lew Winé
o s N E—
sevees opnswmreelaen 3]
I g = [ Transparent Proxy
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

Klik ip — hotspot — user profiles — + — buat sesuai kebutuhan - apply - ok

B.membuat user guru

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) = O &

Session Settings  Dashboard

Safe Mode | Session:|64:01:54:87.7D:6B)

# Quick Set
- CAPsMAN Servers  Server Profles  Users User Profiles ‘Mve Hosts IP Bindings Service Ports Waled Garden  Walled Garden IP List Cookies
= e 5o
New Hotspet User Profile =E

v | FE
¢ Bridge [name + | session Time... idie Timeout _|Sharea u| General | Queue Scripts ok [+
f"‘ * | @ defautt none.
i © kepalasokolan none o Gancel
i Switch Address Pool: [dhcp_pool3 =] Apply
° 2 Mesh
= 3 Session Timeout - Copy
=P

MPLS I ™™ [#]~ Remove
* Routing ¥ Keepaive Timeout: [00:02:00 -

System r Status 00:01:00
& Queues
. S N

Fog Rate Limit (rxitx): [256k/256k a
& RADIUS Add MAC Cookie
# Tools I )

MAC Cookie Timeout 3d 00:00:00

Bl New Terminal
4 Dot1X padesstst s
B MetaROUTER meomingFer| |+

L
5 Paton B E—

b Make Supout.rif
O ew eox e —
B e
Open s oce

[ Transparent Proxy

= Windows I

2 items.

Klik ip - hotspot — user profiles — + — buat sesuai kebutuhan - apply - ok



C.membuat user siswa

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) - @ x

Session  Seftings  Dashboard

Safe Mode | Session:|64:01:54:87.7D:6B)

# Quick Set
- CAPsMAN Servers  Server Profles  Users User Profiles ‘Mve Hosts IP Bindings Service Ports Waled Garden  Walled Garden IP List Cookies
e e
= Hotspot User Profile <siswas =E3

. Wireless +
2 Brage [name + | session Time...|idie Timeout [Sharea u| General |Gueue Scripts oK [+
LLl + | @ default none.
2. ooe . e o —
i Switch @ kepalasekolah none. Address Pool: [dhep_pooi3 =] Apply
=% pesh O siswa none
=r r Session Timeout - Copy

MPLS I e none 5]« Remove
T Routing I Keepaivve Timeout: [00:02:00 -

System I Status. 00:01:00
& Queuss
= ——— <

7 Rate Limit (rnuitx): [128k/128k -
47 RADIUS Add MAC Cookie
#_ Tools I )

MAC Cookie Timeout 3d 00:00:00

B New Terminal
% Dotix aggresslee | s

e
5 Paton B —

b Make Supout.rif
© ew oo N —
B e —
R

[ Transparent Proxy

= Windows I

4 items (1 selected)

Klik ip - hotspot — user profiles —~ + — buat sesuai kebutuhan - apply - ok

7.konfigurasi routing untuk menghubungkan jaringan kabel dengan wireless ke internet.

admin@64:D1:54:B7:7D:6B (WIFI router) - WinBox (64bit) v6.49.1 on hAP ac lite (mipsbe) = O &

Session Settings  Dashboard

Safe Mode | Session:|64:01:54:87.7D:6B)

# Quick Set

- CAPsMAN Fiter Rules NAT|Mmge Raw Service Ports Connections Address Lists = Layer7 Protocols

wN Interfaces
e o 10 Rest s || 1 Reset Al ot Ea—

¢ Bridge #| [Acion [Chan  [Sro. Address|Dst AULUNAIC OIXM: A [Dst Ad._[Bytes  [Packets [+
f"‘ 0D fjump dstnat E— ‘ P 5 sstis 46.1 KiB 385
1. PPR 1D @ jump hotspot oK 461 KiB 385

- Switch 2D %l redi.. hotspot A— = 4268 B 59
K Chain: =] Cancel o8 .

*[2 Mesh 3D Yl redi.. hotspot

4D %l redi.. hotspot Src. Address: - Apply 7808 13

=P I 5D %llredi.. hotspet 0B 0
1 Dst. Address -
MPLS I'|[ 6D #jump hotspot Disable 16.9 KiB 288
¥ Routing || 7D #ump hotspot 1 - 0B
8D 4l redi. hs-unauth | Comment 2008 1
System I . »

H ¥
9D llredi.. hs-unauth Copy

0

5

- 0

& Queues 10D %/l redi. hs-unauth O 0B 0
0

0

0

Files 11D @ jump hs-unauth Remove 0B
Reset Counts
— 13D A ump hs-auh T eset Counters 0B

Tools I || 14]x pas... [unused-h.. Out. Interface: [ | - G s e
- masquerade hotspot network
5 Hmevetmem. | e | e —

Dot1X » -
16 D : redi_. hs-unauth Out. Interface List: I:l = 14 2 KiB 243

MetaROUTER v % mas... srcnat 0B 0
5 Paton N
b ke Suptrt Y E—
T T E—
Bl Exit §

Rommgtene |~
= Wi B I

enabled [

New Terminal

PR

18 ftems (1 selected)

Klik IP - firewall -~ NAT - general — chainnya (srcnat) — out interface (ether 1) - action
— masquerade - apply - ok.



8.konfigurasi VLAN pada routerboard.

A.buat bridge

admin@CC:2D:E0:24:74:D5 (swich) - WinBox (64bit) v6.49.7 on hAP ac lite (mipsbe) — -
Session  Seftings Dashboard

Safe Mode | Session:|CC:2D:E0:24:74:D5

# Quick Set Bridge

L EEA BWDE|M PortExtensions  VLANs MSTls PortMST Overides Filers NAT Hosts MDB

" Interfaces EE
. Wireless

¢ Bridge |_ [Name  [Type [L2mTu [7x Rx Tx Packet (p/s) | Rx Packet (pis) _|FP Tx FP Rx FP Tx Packet (p/s) |[FP Rx Packet (pis) [M] ¥
= = R...Sbrdgel-adl  Bridge 1598 0bps Obes [] [] Obps 9bes 9 olce2
= Switch
° % Mesh

s
=P

MPLS
Routing
System
Queues
Files
Log
RADIUS

v v v

Ed S

Tools I
New Terminal
DotiX
MetaROUTER
Partiion

Make Supout.rif
New WinBax
Exit

HBO™S Be @S

Ql [»
1 ftem out of 8

B.membuat port

admin@CC:2D:E0:24:74:D5 (swich) - WinBox (64bit) v6.49.7 on hAP ac lite (mipsbe) B & &
Session  Settings Dashboard
SafeMode | Session: CC:2D:E024.74D5 =
# Quick Set Bridge
CAPSMAN
Interfaces

Bridge Pﬂm“PmEthsm VLANs MSTIs Port MST Overrides Fiters MNAT Hosts MDB

EL

Wireless
Bridge

1

[Bridge [Horizon [Trusted [Priority (h...]Path Cost |Role Root Path... -
bridge1-adil no 80 10 port

PPP bridge-adi no 20 10 disabled port

‘Switch bridge1-adil no 80 10 disabled port

o 3H & stherd bridget-adi no £ 10 disabled port

o

ITETY

B

L

P
MPLS

J* Routing
System

& Queves

B Fies
Log

&7 RADIUS

4 Tools I

B8 New Terminal

4 Dot1X

O MetaROUTER

#2 Partition

P Make Supout rif

(@ New WinBox

Bl Exit

v v v

= Windows I>

4 items



C.membuat VLAN di swith

admin@CC:2D:E0:24:74:D5 (swich) - WinBox (64bit) v6.49.7 on hAP ac lite (mipsbe)

+ [vLan 1D [Ports

Switch1 200 sther!, stherd

w v e

Tools i

3

MetaROUTER

g

Make Supout.rif
New WinBox
Exit

&
Fa
m
@
m:
(]
3

Q
=]

2 items.




